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ABSTRACT

Internet users seek solutions for mobility, multi-homirsgipport
for localised address management (i.e. via NATs), and erait
security. Existing mobility approaches are not well ineggd into
the rest of the Internet architecture, instead primarilngeepa-
rate extensions that at present are not widely deployedalgecthe
current approaches to these issues were developed sépanath
approaches often are not harmonious when used togethem-Mea
while, the Internet has a number of namespaces, for exarngle t

IP address or the Domain Name. In recent years, some have pos-

tulated that the Internet’s namespaces are not sufficieictiyand
that the current concept of an address is too limiting. Onegsal,
the concept of separating an address into an Identifier aega s
rate Locator, has been controversial in the Internet conityéor
years.
times, but always was rejected as unworkable. This papes tifle
position that evolving the naming in the Internet by spiiftithe
address into separate Identifier and Locator names canderavi
elegant integrated solution to the key issues listed abwitbput
changing the core routing architecture, while offeringr@mental
deployability through backwards compatibility with IPv6.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network Archi-
tecture and Design; C.2.Z2pmputer-Communication Networks):
Network Protocols

General Terms
Design
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1. INTRODUCTION

We choose to take an historical perspective in introduchey t

It has been considered within the IETF and IRTF skvera

ments for IP have evolved. The distinction in naming and esti
ing for identification and topological location is not newt s cen-
tral to our proposal.[22, 7, 20]

Mobility extensions to the Internet Protocol have been pad
for IPv4 [10] and also for IPv6 [17]. However, neither of thes
mechanisms are widely deployed or commonly used today. This
might be due partly to the complexity of the extensions. Hlgo
due partly to the IP architecture that ties an IP address totan
faceon a host. This also means that these mobility mechanisms
do not interwork easily with other features that users wdildeito
use today in real networks, namely multi-homing, NAT andusec
rity. Although engineering solutions have been proposediof
these, they add to the complexity of Mobile IP as it existatod
This may be another reason that Mobile IP has not been widely
deployed.

So, the IP address has two functions in the current architect
as a nodédentifier providing (locally- or globally-scoped) unique-
ness, and as a nottecator, allowing the routers to forward packets
in the correct direction towards the host. Because the IPeadd
has topological significance, a mobile node needs to uséanot
topologically ‘correct’ IP address when it moves location.

Similarly, when the Internet was being designed, the canekp
a campus or a single host being multi-homed to different agktsv
having different administration was not central to the gesiThe
ARPAnet had a single backbone network. In the late 1980se the
were still a small number of networks and multi-homing wak st
not yet common. With the advent of the Border Gateway Prdtoco
(BGP), multi-homing became more common in the 1990s. Today,
multi-homing is widely desirable, both because of the imp
reachability it provides and because of the potentially rioapd
network availability for a campus network or a host. The ierig
nal multi-homing solution developed for BGP remains in use t
day. This approach requires that each multi-homed netwavk b
more-specific IP prefix advertised by each of its upstreamigeos.
This de-aggregation of routing information has led to rapigivth
in the size of the inter-domain (default-free-zone) rogtiable.
While concerns about packet forwarding rates have largebnb
resolved through ASIC-based IP forwarding engines, corsces-

problem space to show how usage of IP and functional require- Main that the inter-domain routing system might have inheseal-
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ing limits as the size of the routing table increases. Oneeanis
simply the size and growth rate of the routing table. Anothéhat
BGP convergence time might be significantly adversely &dfibc
Network operators would prefer a solution to mobility andltiru
homing that did not increase the size of the inter-domairimgu
table; ideally a solution would reduce both the size and tepy

of the inter-domain routing table.

Network Address Translation (NAT) [11] was widely deployed

starting in the late 1990s, partly because of a concern aheut



perceived availability of IP addresses and partly for watesl rea-
sons, such as the perceived security advantages of deglisiAmn.

Unfortunately, NAT generally breaks any upper-layer pcotahat
embeds the IP address inside the protocol.[14] Becauss péit
ceived security advantages, NAT is unlikely to disappenrfatt,

clean distinction between these two functions. Then, irtiSe®,
we consider a specific instance of our architecture. Hetlegadgh
we describe a fictitious network protocol based on IPv6, otarit
is to present sufficient engineering detail to show the Vitgiof
our approach. In Section 4 we consider selected engineissngs

one of the most commonly requested IPv6 features is NAT, even that may arise for the current Internet if deploying the apph of
as some vendors and proponents market IPv6 as the way to elim-Section 3. In Section 5, we discuss further technical issuitk a

inate NAT. If the IP address had not been misused as an idgntifi
in both transport-layer and application-layer protoctien NAT
would not be a deployment barrier for new applications.

The networking application programming interfaces most-co
monly used today are based on the BSD UNIX paradigr8aifk-
ets Socketss a relatively low-level interface. Unfortunately, the
Internet’s Domain Name System (DNS) did not exist at the time
that the originalBSD Socketinterface was implemented and de-
ployed. Hence, the resolution of domain names to IP addsesse
usually occurs within an application. This has led to theouf
nate and widespread misuse of the IP address, intendedtfoonke
layer use, as a host identifier. Such misuse creates sigriica
sues for mobile nodes and sometimes also for multi-homedsod
It also encourages application protocol designers to raithes ad-
dress as a host identifier, thereby including network-layate in
application-layer protocols (e.g. File Transfer Protacss IP ad-
dresses directly on the FTP Control channel, rather tharguo-
main names or some other identifiér).

Aside from the networking APIs in common use, common trans-
port protocols (e.g. TCP) also include network-layer stete ex-
ample, all the bits of both the source and destination IP esddr
are used for transport protocol state (e.g. in the Transport-
trol Block), and the TCP pseudo-header checksum. Even the mo
recent Stream Control Transport Protocol (SCTP) incluatesvk
edge of network-layer state (e.g. a static list of valid reami®
addresses for each session). The presence of this state thsi
transport protocols increases the complexity of solutitmsno-
bility, localised addressing (NAT), and multi-homing. Ttwarrent
approaches to IP mobility are designed to ensure that thegoa-
protocols are unaware of the changes in the network locafi@n
mobile node. However, unlike our proposal, this is achiebgd
using one IP address (e.g. Home Address) for all transpgerl
sessions and using a different IP address (e.g. Mobile Adjifer
routing packets to the mobile node. Our proposal resisssuthi
fortunate semantic overloading by introducing a cleanerctire
to the address which includes two components, each with sgs
mantics.

We moot that the misuse of the IP address in this way is often
considered an acceptable engineering convenience, antdisas-
age continues. The advantage posed by such a convenidabivai
ity of a set of bits has now become a hindrance in the develapme
and deployment of new network capabilities. So, we needve gi
application programmers a cleaner architectural namistesy.

summary in Section 6.

2. IDENTITY AND LOCATION

Some issues in network architecture seem to recur over time.
Recent postings to an Internet History mailing list hightigesign
issues that arose in the 1970s, recurred in the 1990s, amdagre
pearing even now on the IETF discussion mailing list. In ouno
case, we have considered the choices in naming and how those a
fect the overall capabilities of the network. We believe geparat-
ing the address into two distinct entities, ldentifier, |, used solely
for end-to-end identity and laocator, L, used only for routing and
forwarding packets, enables significant improvements.

2.1 Historical efforts

Several proposals to separate identity and location hage be
presented to the Internet engineering community duringpe
decade. The first of these was Mike O'Dell’s proposed "8+8%-co
cept in 1996, which specified that the upper 8 bytes of an IPv6
address would be used only for routing and the lower 8 bytes of
an IPv6 address would be used only for identification.AJhis
proposal was very controversial and was not adopted by tRE'tE
IPv6 Working Group. Some present claimed that the propcesal h
fatal security flaws. Others claimed that it would not be ablkeup-
port anonymity. Others felt that it was too late to changelEheé
specifications.

Partly as a reaction to the rejection of O’Dell's proposéle t
IRTF created the Name Space Research Group (NSRG) to sidy th
question of whether the Internet had a sufficiently rich magrar-
chitecture. A clear majority of the NSRG believed the aettiire
was not sufficiently rich and that at least one additional espace
should be added to the architecture. A plurality felt thahedorm
of identifier/locator split was needed, so that the routind &or-
warding functions could be separated from the node ideatifin
functions. However, the NSRG operated under a rule thainegju
unanimous agreement to recommend an idea to the broaderdnte
engineering community’

Robert Moscowitz, who was a member of the NSRG, came up
with an idea calledHost Identity Payloadthat used a modified
form of IP Security and created cryptographic identifiens.tHis
proposal, each node must have a public/private key pair laad t
node’s identity is a hash of its public key. This provideost
cryptographic authentication. However, if the node’s pukky

IPv6 and IPv4 share the same naming, addressing, and routingever changes, the node loses its identity. Historicallynyrnaub-

architecture. Moving to IPv6 does not eliminate the issugbred
above or their root causes. Instead, we propose that aatiffap-
proach to naming and addressing is required if one wantsrte el
inate those issues and their root causes, and that it ishp@gsi
deploy our proposed approach incrementally.

lic keys are eventually lost or may become compromised,rigrc
a change in public key. So the Host Identity Payload’s rekaon
an Identifier derived from the public key seems undesirdbl¢he
Host Identity Payload scheme, a compromised public keyeforc
concurrent loss of Identity. At present, the Host IdentitgtBcol

The issues described above are all well known in the research (HIP) activity has two related groups working on HIP. The RT

community and our discussion so far does not offer any new in-
sight: simply it summarises and highlights the issues. ktiSe 2,
we recount the discussions on Identity and Location namang,
introduce our approach in the form of an architecture thatesa

1FTP was deployed long before the DNS was invented.

has a HIP Research Group and the IETF has a related HIP Working

20'Dell's draft mentions that the 8+8 monicker and a skeleeat
sion of the proposal originally appeared as an email fromidav
Clark. The draft also acknowledges input from several athier
cluding the first author here.

3The first author was a member of the IRTF NSRG.



Term DNS Record| Definition

Address | AAAA, A Name used both for locating and
identifying a network entity

Locator L Name that locates, topologically, |a
sub-network

Identifier | Name that uniquely identifies a net-
work entity, within the scope of
given locator T

Table 1: Terminology used in this paper

Group. HIP is being developed as an optional extension t6,IPv
but remains controversial within the IETF. However, we aiater
ful to the HIP effort, as it has helped greatly in the formigatof
our ideas for our own proposal, which is described below.

More recently, there has been widespread concern that tite IP
routing architecture, which is identical to the IPv4 rogtarchitec-
ture, does not handle mobility or multi-homing in a scalalvbey.
Instead, IPv6 suffers from the same routing issues anddtiaits
as IPv4. So the IETF recently created the SHIM6 Working Group
to try to address these issues. In essence, SHIM6 overlbads t
IPv6 address space with some IP addresses being used asdocat
and other IP addresses being used as identifiers, with edaioele
performing IPv6 NAT between the locator and the identifiethi
its IPv6 stack. Unfortunately, one cannot distinguish lestwan
identifier and a locator, and it is easy for the networkingtqcol
software to confuse one with the other. Also, this effedyiveeans
that 256 bits are needed for each active network interfe2& pits
for the IPv6 address used as locator and another 128 bitsiéor t
IPv6 address used as identifier. At the February 2006 meefing
the North American Network Operators Group (NANOG), it be-
came very clear that many network operators do not consier t
SHIM6 approach to be a workable solution to the problems with
the IPv6 routing architecture.

2.2 Terminology and Definitions

For the purposes of this paper, we choose to use the defwmition
in Table 1 for our discussion.

Note that here we are using ‘name’ in the same sense as in [20].

However, we constrain our definitions by restricting ourpeoo
the network level deliberately, in order to help clarify aliscus-
sion for this paper. We recognise that broader and more stphi
cated definitions are currently being discussed within tihvarau-
nity for the labels ‘address’, ‘identifier’ and ‘locator’.

Our goal is to confine the routing state within the networkela
eliminating the current use of topology information (e.Bv4 ad-
dress) by transport-layer and application-layer prowmcdlVe do
this by providing aLocator, L, at the network-layer. The bits that
hold the value of_ are not visible above the network layer.

As well as a network-layer locator, we also limit theenti-
fier, I, to a common, non-topological, end-to-end identifier usgd b
transport-layer protocolsl is never used for routing, but consid-
ering the end-to-end arguments, we provide visibility af thalue
of our Identifier,I, at the network-layer, so that a common identi-
fier can be used by all transport-layer protocolsl ifistead were
provided inside a specific transport protocol, then it wouitly be
available for use by that transport protocol or applicaitrat used
that transport protocol. By binding the transport-layeteonly to
this new end-to-end Identifiel, instead of binding it to a whole
network-layer address, changes in the valuk db not impact any
upper-layer protocols.

So, in this new model, a network layer address is, effegtitee
concatenation of andl, which we will denotel : |. For the sake
of this discussion, we will name a new network protocol ughig
method of addressing (and the supplementary capabilityviiea
will describe) as thédentifier-Locator Network Protocol (ILNP)

2.3 Overview of ILNP

In our discussion, ILNP represents an abstract networlopobt
We choose to take this approach in order that we can achigve se
aration between architecture and engineering. Indeedyutdvoe
possible to build an instance of our protocol as a ‘cleateste-
sign. However, we chose, for pragmatic reasons, to thinkoha
stance of ILNP which is derived from IPv6 and so we refer tg thi
asILNPv6in our discussion. To provide some practical perspec-
tive, we summarise the differences and similarities betw&w4
or IPv6 addresses and an ILNP address (Lel). We present a
summary of use and properties of Identifiers and Locatorsvbel
We will expand upon this in the rest of the paper.

1. An ILNP Locator names a single IP sub-network, not a spe-
cific host interface.

. An ILNP Identifier names a (virtual or physical) node and
nottied to a specific host interface or network location.

. A host may have multiple Identifiers concurrently and may
use multiple Identifiers simultaneously. However, any sin-
gle transport-layer session must maintain the same valle of
throuhgout its lifetime.

. It is notrequired that an Identifier is globally unique, but
it must be unique within the scope of any particular Locator
with which itis used. The Identifier need not be cryptograph-
ically significant, though we do not preclude the use of cryp-
tographic methods (e.g. hash of a public key) to generate an
instance of an Identifier.

. For any ILNP address,: I, in which| is bound to an active
transport-layer sessioh,can change as required. This use of
L will be explained further when we consider how mobility
and multi-homing are enabled in ILNP.

. A host may have several Locators at the same time, for exam-
ple if itis connected to multiple sub-networks or has mudtip
interfaces on different subnetworks.

. The transport-layer state notbound to an ILNP address.
Only | is used in the transport-layer state, along with the
transport layer port number.

. The network layeonly usesL for routing. This is similar to
the use of an address prefix for routing in IPv4 and IPv6, and
indeedL could be seen as an address prefix, locating an edge
network.

. Packet delivery on the final hop uses the whole of an ILNP
address, as in IP. Hence, mechanisms such as ARP (IPv4) or
Neighbour Discovery (IPv6) can be adapted for use easily.

We will show that ILNP enables significantimprovements inmo
bility, while multi-homing is achievable using, esserltiathe same
mechanism. We also show that the use of Network Address Trans
lation (NAT) does not impede the deployment of new services a
protocols over ILNP. We also claim that end-to-end secuwiity
ing IP Security (IPsec) can work with mobility, multi-honginand
NATs if ILNP is deployed.



Protocol layer ILNP IP
Application FQDN FQDN, IP addresg
Transport |dentifier, | IP address
Network Locator,L IP address
Link MAC address MAC address

Table 2: Use of names in ILNP and IP

2.4 DNS and a new API

We first apply the traditional computer science concept ¢d da
hiding and define a new Networking API that omits the use of ad-
dresses or Locators, and instead is focused upon Domain dame
That is, only the Fully Qualified Domain Name (FQDN) is used
by normal applications; 'raw’ IP address values are no lonig
ible (though it is clear they could still be used by those &gl
tions that absolutely needed to use them). This might seguate

3. THE ILNP APPROACH: ILNPV6

To demonstrate the ILNP approach, we chose to describe an in-
stance of ILNP which we calLNPv6, and we show how it could be
introduced incrementally to an IPv6-based network. Howedli&
ferent engineering would allow the same concepts to be egpdi
IPv4. Our research is focused on the architectural corssideis,
but applying the architecture to an existing protocol halpsure
that engineering considerations are also identified aralved.

Note that as well O'Dell's draft proposal from 1996, and the
HIP work currently in progress, we are also grateful for thke f
lowing work on network architectures within the researchnow-
nity (in no particular order): Nimrod [5], TurfNet [21], Layed
Naming Architecture [3], 4+4 [24], Split Naming/Forwardimr-
chitecture [18], FARA [6], Plutarch [8], i3 [23], IP Next Lay[13],
Triad [4]. These works have helped greatly in our thinkinglaoe.

3.1 Address and packet format

an increased reliance on the DNS. However, the DNS has been in For the address format at the network layer, we can, injtie#-

widespread use for two decades; most current Internet aaarot
distinguish between a DNS fault and a general network fabudt.
while this initially might appear to make the network mordéthe,
we believe that there is little or no decrease in networklalsdity
as perceived by a typical user. New DNS record types for lasat
and Identifiers will be required and we expand on this later.

Our vision for ILNP is evolutionary, not revolutionary. We-b
lieve the proposed enhancements to naming enable signifiean
term improvements in mobility, multi-homing, and NAT tcéerce.

A key feature in ILNP is that the end-system state is not teelit
ther topological information or to a particular interfadenis, cou-
pled with a new Networking API, simplifies creation of netkeor
enabled applications. Use of the new API based on the use-of do
main names also re-positions applications to adapt moiiyy éas
more revolutionary network architectures that might appeshe
future. We summarise in Table 2, a comparison of naming bertwe
ILNP and IPv4/IPv6, including specifically the use of theuesl
andL in the protocol stack.

L names a single subnetwork, rather than naming an individual
node. Note that ILNP makessiblethe value ofl at the network
layer in order for it to be useable by any transport-layetqirol (as
explained earlier). At the network-layérjs only used to identify
the end system within the given subnetwdrk With respect to
[20], we no longer have globally routable names for intesfacThe
implications of this are discussed later.

2.5 Transport layer state

With ILNP, a transport layer name for a communication end-
point in a given transport protocol would be given as thedgil4
values: the local and remote Identifierand the local and remote
port numbersP, giving the tuple< ljocal, Pocal; Iremote Premote >
When a transport layer packet is transmitted in an ILNP patke
packet header also contains values of local and remote duscat
Liocal andLremote Whilst it is likely that during the lifetime of a
transport layer session, valueslo€ould remain constant, it is not
requiredand indeed the transport layer can exploit (i) changés in
throughout the lifetime of the session; and (ii) the use oftipie

rive from O’Dell’'s original concepts. O'Dell attempted ta@ain
his "8+8" approach as an architectural concept, withoutpieta
engineering detail. Our work seeks to provide both an achital
explanation and also provide sufficient engineering détafielp
justify the claim that ILNP is practical to implement and tsp
For ILNPv6, as with O'Dell’s proposal, the upper 8 bytes of th
IPv6 address are used solely as the value of the Lochfand
name a single subnetwork; while the lower 8 bytes of the IRIt6 a
dress are used solely as the Identiflerand name a single node.
This proposal is an evolutionary next-step from the curtater-
net. ILNPV6 retains the central concepts of packet netwogrkind
provides improvements through the enhanced naming actiite

Our ILNPv6 header format is shown in Figure 1. Note that the
ILNPvV6 header is the same size as an IPv6 header. The first64 bi
of the ILNPv6 header have the same syntax and semanticstagfor
IPv6 header. With ILNPv6, each of the 128-bit IPv6 addredddie
is, however, split into two 64-bit fields, a Locator and anniifeer.
Existing approaches to header compression can be usedhigth t
new scheme to conserve capacity on low bandwidth links.

For unicast traffic, the Destination Locator replaces tratide-
tion routing prefix used with IPv6 and names a specific ILNPv6
sub-network. For multicast traffic, the Destination Locatpeci-
fies the location of a candidate multicast core router or deevous
point for that multicast group. In both cases, the Source Locator
names a subnetwork associated with the sending node. Amgas
is a subject for future study. ILNPV6 routing relies on losigerefix
match, just as IP does today. The split between Locator agwt Id
tifier is fixed, so one does not need a network mask to diffextnt
the Locator from the Identifier.

In this proposal, Identifiers are n@tquiredto be globally unique.
In practice, we propose a method that will ensure Identifiere a
high probability of being globally unique, which is more thsuf-
ficient. We propose that the format bfn ILNPv6 is the same as
that for an IEEE EUI-64 identifier. [16] A host can then simply
derive its Identifier(s) from the (set of) IEEE MAC addresbes
longing to interfaces on that machine. Note that the use oAZM
address in this way is simply a convenient mechanism fowiheyi

values ofl for the same transport layer session. We expand on this the correct number of bits with a high probability that theyl tae

later and show how it is used to enable mobility and multi-hgm
in an elegant manner.

4At the time that the BSD Sockets networking API was origipall
defined, the Domain Name System did not exist.

unique. There is no other significance to the use of a MAC ad-
dress as a value of Unlike the host portion of an IPv6 address, a
particular ILNPv6 Identifier value is not tied to any parteunet-
work interface. A multi-homed node can use the same Identifie

5We are grateful for Mark Handley’s help with aspects of this-p
posal, particularly with multicasting.
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Figure 1: ILNPv6 packet header with optional Nonce

on all interfaces simultaneously, if desired. Further, morgmous
Identifier, or a locally specified Identifier, or a cryptognagally
verifiable Identifier could can be formed by setting tbeal scope

bit defined by IEEE as part of the EUI-64 specification. Finally,
each multicast group has its own Identifier; such group iflers
always have the IEEE EUI-64ulticast bit setThe generation df
values for multicast is for further study. Also, by usingshiterived
from the MAC address in the Identifier, we obviate the need for
IPv6 Duplicate Address Detection (DAD).

3.2 Mobility

In the earliest days of the Internet, a typical computer weas t
large to be very mobile. So support for mobile nodes was netan
tive property of the original IPv4 specification. Howeveorfable
computers have been around for some time now, so supporicdfor m
bile nodes is important. The IETF created tiebile IP standard
during the 1990s. Later, Mobile IPv6 was developed as amexte
sion to the IPv6 standards. However, neither standard islyich-
plemented or deployed outside the research community s¢pte

3.2.1 Mobile IPv4

Mobile IPv4 uses a complex architecture involving at lehsgé
cooperating nodes. THdobile Nodeis the system trying to com-
municate with other Internet nodes. Each mobile node hésrae
Agentthat provides forwarding of packets addressed to the Mobile
Node whenever the Mobile Node is not connected to the Home
Agent’s subnetwork. Thé&oreign Agentis located on the same
subnet as the Mobile Node and provides packet forwardinghfor
mobile node if the mobile node is not on the Home Agent’s stibne
Mobile IPv4 uses 'triangle routing’ whereby packets frora thor-
respondent travel first to the Home Agent and are then foreehiral
the Mobile Node. Packets from the Mobile Node to the corraspo
dent travel directly. As unicast Reverse Path ForwardirigP(H)
checks are now commonly deployed, the Mobile Node might need

to tunnel its packets to the correspondent so that they drmise
taken for forgeries [12]. Tunnelling packets increasekegsize,
which in turn often causes packet fragmentation. The lack of
location-independent identifier makes key management fuiild
IP difficult. This in turn is a deployment impediment for Ml P.

3.2.2 Mobile IPv6

Mobile IPv6 has a complex architecture similar to Mobile 4Pv
In Mobile IPv6, the IP address is overloaded so that somesadds
are used primarily for routing, while others are used primdor
identity (e.g. TCP pseudo-header). However, both kindsdef a
dress come from the same namespace. Each mobile node has a
permanentP address that is used for identification and is some-
times (i.e. only when actually at "home") used for routinglpa
ets. Additionally, each mobile node that is not at "home" has
secondtemporary|P address that is used for routing packets to
its remote location. Correspondents normally send padketise
"home address" and an agent forwards them to the mobile siode’
current location. Replies to the correspondents travektliy, cre-
ating the triangle routing situation that also exists wiv4. Ad-
ditionally, IPv6 Neighbour Discovery requires that a noéefgrm
Duplicate Address Detection (DAD) when first coming up onta ne
work link. DAD can significantly increase the delay when a iteb
node changes network location.

3.2.3 Optimisations of Mobile IP

With Mobile IPv4 and Mobile IPv6, a wide range of optimisa-
tions, for example methods for eliminating triangle rogtimave
been proposed. The IETF is working to optimise Mobile IPv6 so
that DAD is not always needed. Regrettably, this appeaedyiito
make Mobile IPv6 even more complex. At the time of writing, a
number of other changes to Mobile IPv4 and Mobile IPv6 aradpei
discussed within the IETF. Space limitation prevents adigdtus-
sion of the possible optimisations that could be deployedes&
optimisations often add more complexity to the already demp
mobility protocols. We believe the current operational chéer
engineering optimisations is partly indicative of arcbiteal limi-
tations with current mobility approaches.

3.2.4 Host Mobility with ILNP

With ILNPv6, the separation of Locator and Identifier greatl
simplifies mobility. The Locator is used only for routing jats
from the sender to the recipient’s subnetwork, while thentifier
is used in upper-layer protocols (e.g. TCP pseudo-headéngn-
ever a node moves from one subnetwork to another, the node firs
securely updates its Locator record in the DNS. This enaides
sessions to be established directly to its current locattwviat-
ing the Home Agent. Second, as a performance optimisatien, t
node sends out a newly-defined, authenticated (ICMator Up-
datemessages to all current correspondent nodes. The re@pient
of those Locator Update messages authenticate the messdge a
then update their local Identifier/Locator cache if the auntttation
succeeds. In this scheme, both nodes in a session can maug-con
rently. If a node does not respond, for example because socee L
tor Update messages were lost in transit, then the node'ssgmon-
dents can make a DNS forward lookup on that node’s domain name
to learn its current set of Locators. Similarly, the Foregent is
obviated because all packets travel directly from senderdeiver.
This also eliminates the need to tunnel packets. If the MA esk
is used to form the Identifier, Duplicate Address Detectoneaver
required; link layer protocols would fail if two nodes tri¢ol use
the same MAC (i.e. link) address.



3.3 Multi-homing

There are two kinds of multi-homing, site multi-homing aro$h
multi-homing. Separately, mobile networks appears to ljgeaial
case of site-multihoming.

3.3.1 Site Multi-homing Today

Today, site multi-homing is handled by advertising the nepe-
cific IP routing prefix for the site via each of the site’s upaim ser-
vice providers. This means that if a site has 3 upstream geos]
the global routing table would contain 3 separate advertisgs of
the site’s more specific prefix. If a link between that site ané
of its upstream providers goes down (e.g. due to a fibre ) t
the adversely affected upstream provider will withdraw there
specific IP routing prefix advertisement. In turn, this wiluse
traffic to that site to travel via one of the remaining opeadil
links. Unfortunately, this current approach significaritigreases
the entropy of routing tables within the default free zonen€zrns
about BGP convergence times and routing table size arigetfie
currently high growth rate in inter- domain routing tabldrepy.
Both IPv4 and IPv6 use this same approach to site multi-hgmin
Host multi-homing is not well supported by the current Intdrar-
chitecture.

In response to service provider concerns about routing it
tropy due to growth in site multi-homing, the IETF has crezatee
SHIM6 working group. They hope to have an alternative sgrate
The current SHIM6 proposal overloads IPv6 addresses sediat
IPv6 addresses are used as a Locator to route packets wihde ot
IPv6 addresses are used as an Identifier in upper-layeonestate
(e.g. TCP pseudo-header).

3.3.2 Site and Host Multi-homing with ILNP

With ILNPvV6, rather than overloading the IPv6 address with t
different semantics, the address is broken into separatatapand
Identifier elements. In the ILNPv6 approach, one need noo-int
duce any more-specific prefixes into the routing table to sttpp
multi-homing. Instead, ILNPv6 uses the same mechanisms for
multi-homing that it uses for mobility: allowing the use oliti-
ple Locators for individual subnetworks. Further, thiseggeh can
support multi-homing for sites, sets of nodes, or indivich@des.

With site-multihoming, there is typically one routing-firefor
each service provider upstream of the site. Each node wiign
multi-homed site will have at least two Locators, with onecator
for each upstream service provider. These will be presetiieén
DNS L records for each node within that site. If a backhoe were
cut a fibre link and thereby make one service provider unialeh
this would be discovered by the site border router, comnatadt
to the other routers within the site, and the edge routerddvaase
to advertise the routing-prefix associated with the now actable
service provider. In turn, hosts would learn of this changenf
the ICMP Router Advertisement messages. Then each hostiwoul
update its L records in the DNS using Secure Dynamic DNS Up-

With host multi-homing, each multi-homed host has at least t
active uplinks, with a distinct Locator for each uplink. liethost is
part of a site that has site-multihoming enabled, those teaators
might be accessible via different physical interfaces othensame
physical interface. When both Locators are valid, traffioymae
either Locator to reach the multi-homed host. If one Loca&arses
to work, perhaps because of a cut fibre link, then the multiéad
host will use Secure Dynamic DNS Update to remove the now in-
valid Locator from the host’s L record set and then will se6¥IP
Locator Update control messages to each current corresparid
the ICMP messages are lost, the correspondent will evéniigal
alise the node ceased to be reachable and then will perforddS D
resolution to determine the currently valid L records fatthode.

If the ICMP messages are received and prove authentic, teen t
correspondent will discover the change more quickly. Trase
precisely the same mechanisms that are used by mobile hosts.

With these examples, we can see that by having the right mamin
architecture, including having crisp semantics for thedtoc and
for the Identifier, it becomes clear that mobility and (boitids of )
multi-homing are actually the same problem and can be salsed
ing the same set of mechanisms. This is a significant enhartem
as compared with the current Internet Architecture.

3.4 Network Address Translation

Some applications protocols (e.g. FTP) and some lower-laye
protocols (e.g. IP Security) do not work well through a NABIG
erally speaking, protocols that do not work well through ai\#e
using IP addresses as Identifiers for nodes. No doubt thigds d
to the absence of non-topological Identifiers in the curhetgrnet
Architecture.

With ILNP, the NAT function only changes the valuelofThis is
invisible to the transport layer and to other end-to-endhmaacsms
that bind withl rather than with the complete network-layer address
wL:n.

While performing NAT on Locators will not break ILNPv6, IL-
NPv6 does not require that NAT occur anywhere. NAT is not re-
quired in routers and NAT is not required in end-systems With
NPv6. We expect that some sites will want to use NAT with IL-
NPV6 for one reason or another. For example, ISPs might ettoos
selectively modify Locators in packets for traffic engiriegrpur-
poses.

3.5 End-to-end security

For end-to-end security, there is a requirement to bind a-sec
rity association to some form of identity, at least for sorgecad
finite duration of the security association. The HIP WG h&eta
the view that the network-level identity itself should alsocrypto-
graphically verifiable. Whilst cryptographically verifighidentity
does give extremely strong assurance of the identity, wevsethat
it is sufficient to have a name with end-to-end significaneg tlan
be bound to and that other mechanisms, such as security exanag

date. Each host also would send ICMP Locator Update messagesment protocols, may be used to establish other propertiaede

to existing correspondents as a performance optimisation.
Network mobility appears to be a special case of site-muritiimg.
For example, a ship at sea or airplane in flight might have one o
several networks internally and one or more external uplifdach
node within the mobile network would have at least one prefix f
each external uplink. As the network moved, the set of ctlgren
valid uplinks would change, just as a fibre cut or instaliatid a
new fibre might change the set of service provider uplinksnfeo
multi-homed site. With ILNP, the same mechanisms used fer si
multihoming can be used for network mobility. We believettha
MANETSs can also leverage the new naming architecture.

to that name, including criteria for such an assurance fonciVe
argue that not all upper layer protocols or applications ndled

this level of assurance, so it may be an unwelcome overhead, o
they may wish to use their own, application-specific namespa
achieve this level of assurance. Additionally, differenae secu-

rity policy at different network sites may also make such-lewel
identity verification redundant.

The ILNP Identifier provides an end-to-end namespace totwhic
security associations can be bound. Note that ILNP doesmeet p
clude the use of a cryptographically verifiable value forithenti-
fier (via use of théocal scope bits described above), but we do not



require it. As the Identifier has only end-to-end signifiegnand
is not used by the network layer, the security associatiamtdo
the Identifier is independent of network location. So, witNPv6,
it should be possible for IP Security to work easily in cormjtion
with mobility, multi-homing, and with NATs, by having the I®e-
curity Association bind to the nodes’ Identifiers, rathexrtto their
addresses or Locators.

4. ENGINEERING ISSUES FOR ILNPV6

In this section, some of the engineering that enables theanew
chitecture to be implemented and deployed is outlined. adrlist
cal proposals for Identifier/Locator architectures hawiéa suffi-
cient engineering detail to persuade many that they wetdevap-
proaches. Further, several historic proposals for Identifocator
architectures have been rejected by some who believed thadid
be either impossible or impractical to use such an architeatith-
out significant negative impacts on security. So we have paie
ticular attention to security considerations in our amttiire and
engineering, with further discussion of security in thetresction.

4.1 Domain Name System

its own set of Locators changes, validating, authentigadind then
processing them when received from a current corresponBeant
ther, the ILNPv6 implementation may use the DNS to validhage t
current set of Locators and Identifiers for a given correspoh
(e.g. upon receipt of an ICMP Locator Update message) oigo tr
ger a dynamic update to its own DNS records (e.g. when the node
moves network location). Because of the interactions betwe-
NPv6 and the DNS, implementers might consider moving the DNS
resolver and the DNS Dynamic Update function inside theddern
to avoid kernel to user-space up calls. A kernel-based im@iga-
tion of such functions may indeed provide other performaane:
security benefits.

4.3 Transport layer

Transport-layer protocols are modified very slightly. Aégent,
the entire IP address is included in the transport-layesicestate
(e.g. TCP pseudo-header calculation). This creates diffisu
for the current approaches to Mobile IP, because changdsein t
network-layer location adversely impact upper-layer gecots. For
example, if a node changes its network-layer location, litwgie a
new IP address; this IP address change will break the egistins-

The Domain Name System is enhanced to add 4 new resourcePOrt session, absent some mechanism to update the remats nod

records that supplement thle AAAA and PTRrecords. Thel
record holds the Locator(s) associated with a domain nanhe. T
| record holds the Identifier(s) associated with a domain ndihe
PTRLrecord is used to name the authoritative DNS server for the
named subnetwork. ThRTRI record is used to find the domain
name for a given ldentifier in the context of a specific subnetw
One uses the result of the PTRL request to determine wheeatb s
the PTRI request. These records permit DNS to provide slealab
reverse lookups for ILNPv6. Having a separate PTRL recarif-fa
itates DNS performance and scalability. For example, foxedfi
host at a site requiring some level of anonymity, the PTRloréc
value is unlikely to change frequently, can be assigned fareif
ent caching lifetime than the PTRI record, whose lifetimglmie
very short as it is generated dynamically as required fomaguen-
munication session. For a mobile host, where a host doesanet h
such an anonymity requirement, the PTRL record may charge fr
quently and so have a short caching lifetime, but the PTRircec
could have a relatively long caching lifetime.

Security is provided by the existing DNS Security specifarz.
[2] Dynamic DNS Updates can be provided by the existing Se-
cure Dynamic DNS Update specifications.[25] The DNS can also
be used to store public key certificates of single nodes sirdé.

transport session state with the new IP address. Simithil/can
create problems for multi-homed nodes. If a server injtils two
IP addresses and later a fault severs connectivity to onkewfi t
sessions associated with the faulty network interface aaeasily
migrate to the remaining operational network interface.

With ILNP, only node Identifiers are included in transpayer
pseudo-header calculations, Protocol Control Blocks (®CBr
other transport-layer state. Locators are omitted frometybgoyer
protocols. This enables TCP, for example, to maintain ai@ess
even if one or both communicating nodes change networkitotat
during a TCP session. This capability appears to obviatedeel
for SCTP’s multiple endpoint support, though it does notifere
with that existing SCTP mechanism. The Datagram Congestion
Control Protocol (DCCP) would simply usevalues also. The use
of transport protocol port numbers is unchanged.

Checksum algorithms will also need to be modified to use only
the Identifier in the pseudo-header in place of the full IPrassl

4.4 End-to-end security

The existing IP Security mechanisms, ESP and AH, continue to
work with ILNPv6. However, ESP and AH now bind their Security
Associations to each node’s Identifier valugsinstead of to each

Note that the set of deployed DNS servers does not need to benode’s IP addresses. This change permits ESP and AH to wdlrk we
updated wholesale before ILNPv6 can be used. Only those DNS even if a Locator changes during a cryptographically ptettses-

servers that will provide services for ILNPv6 nodes needeap-
dated with the new record types. This facilitates incremmledé-
ployment of the new network architecture.

4.2 Network layer

In an ILNPv6 implementation, an additional session cache is
maintained inside the network-layer code. This table nadistthe
current mapping between Locators and Identifiers for eaatect
session. The ILNPv6 network-layer packet is responsibigfo-
viding only the Identifier information to the upper layer fmeols
(e.g. TCP, UDP, SCTP) for received packets. Similarly, fans-
mitted packets, the network-layer receives only Identifitsrma-
tion from the upper-layer protocols and uses this sessain tible
and the provided destination Identifier to determine the@moate
destination Locator to use for the outbound packet.

Of course, the ILNP implementation also processes ICMP Loca
tor Update messages, sending them to current correspanaiah

sion. For example, this means that ESP and AH will now work
natively through a Network Address Translation (NAT) devir
similar middlebox, without requiring the complex protocoécha-
nisms for NAT traversal currently required.[1, 15]

Separately, a lightweight nonce may be used for autherdicat
when the threat environment does not require cryptograptic
thentication. This nonce must not be predictable.[9] Tleisuork-
layer nonce would be carried as a Destination Option in IL8IPv
The option only protects against off-path attacks, but Ezate-
ployments in low threat environments to avoid using IP Siecon
all packets. The nonce option provides security equivatemthat
ordinary IP provides when IP Security is not in use for a s#ssi
The option of a lightweight security mechanism is a signiftadif-
ference from HIP, which requires computationally expeasiryp-
tographic authentication in all cases.

For the special case of an ICMP Locator Update, DNS Security
also may be used to cryptographically validate the inforomate-



ceived. So the potential security issues that previouslgensmme
uncomfortable with a split Identifier/Locator architectimave been
resolved in our ILNPv6 proposal.

4.5 Re-use of existing IPv6 mechanisms

Where possible, ILNP reuses existing IPv6 mechanisms.iSpec
ically, we can reuse most of IPv6 Neighbour Discovery, altjito
omitting Duplicate Address Detection (DAD), which is no ¢mr
required when MAC addresses are used to derive Identifiaesal
The existing IPv6 router discovery, routing protocols, aadter
packet forwarding procedures can be reused without change.

This technology reuse means that it should be possible toyglep
ILNPV6 over existing IPv6 backbone networks without having
change the backbone network itself. Minor changes wouldese d
sirable in the edge routers. For those hosts using ILNP\u@ark-
ing software in end-systems would need modification to aeéd th
ILNPv6 enhancements. It appears possible to implement UGBNP
concurrently with IPv6 in a given host. This technology seta-
cilitates both incremental deployment of ILNPv6 and expetita-
tion. With incremental deployment, the first step is to upgréhe
networking software in selected nodes, to upgrade thelroaitia-
tive DNS servers to support the additional ILNP record typesl
to configure the new DNS records for the upgraded nodes.

4.6 Applications programming

The main complaint about Network Address Translation (NAT)
is that when NAT is deployed, then some networked applinatio
cease working. If the applications were designed and coded f
more abstract networking APIs, then the applications wooldn-
clude any network-layer state, and would therefore costimark-
ing properly even in the presence of NAT. Additionally, taek of
higher-level name spaces that are not bound to network+#evees
hinders other functions such as mobility and multi-homing.

So, we also propose a new networking API for C/C++ program-
ming. This new APl has more appropriate abstractions than th
current BSD Sockets API. We believe that networked apptinat

pler Java networking API has been one contributor to the efise
writing new distributed applications in Java.

Of course, a few specialised applications (e.g. manageagent
plications such agacerouteandping) might require the direct use
of L andl values. Hence, we do not require that all applications
use the new Networking API. We expect that newly written appl
cations normally would use the new API, because it is easiér a
faster to use.

We are careful to note here that the objects that such an API
identifies remairtommunication end-point§uture APIs may also
consider naming of objects that represent entities thanare spe-
cific to certain application domains, and this is beyond acops.

5. DISCUSSION

We now present some points of critical discussion for ILNR. W
concentrate on practical issues that are of current irttetigsin the
research community. In particular, we are concerned withue
of ILNP across existing network infrastructure.

5.1 No interface name

As a direct consequence of a Locator naming a sub-network and
an Identifier providing a location-independent name forawifl
cal, virtual, or physical) node, interfaces no longer halabally
routable names. This might affect specialised applicattbat rely
on the use of names for interfaces, for example network m&anag
ment applications. There are two issues. Firstly, a sidtabmes-
pace might be desireable for naming interfaces. Secortubget
applications that need to use interface names must be temvri
in order to use this new namespace. The use of Locator/faenti
naming might force an application to adopt an applicaticecHic
namespace. The topic of application specific namespacegant
the scope of this paper.

5.2 Retro-fitting IPv4: ILNPv4

ILNP could also be implemented as a set of modifications for
IPv4, giving ILNPv4. Here, the IPv4 addresses would becdmee t

ought to be able to use only domain names and service names td_ocatorsand separatklentifierswould be carried in a new IP op-

open new sessions. For example, the new API does not regeire t
application software to perform domain name to IP addressta-
tion (e.g. gethostbyname)) Instead, the new API accepts domain
names as the end-point names for the session, handling tiesde
of domain name to Identifier/Locator translation intepafurther,
the new API uses service names directly, eliminating thel iee
application protocols to have hard-coded protocols and mon-
bers or to perform service name to port translation (gegservice-
byname() within the application. Because the new networking API
uses data hiding and more appropriate abstractions, the Afh
should work equally well whether the underlying networkatgck

is based on IPv4, IPv6, or ILNP. In fact, a thoughtful implerse
tion of the API would determine which network-layer protbtm
use based on the DNS records that exist for the remote ene of th
session and the local networking capabilities. Initialtptyping of
this APl might be undertaken in the form of a user-space tibra
but ultimately it would be best to implement this inside tleeriel.

tion. As with the previously described IPv6-centric apmigaall

of the transport-layer state would be bound to the Idensifeerd a
new session mapping table would be added to the IP layer in hos
implementations. Similarly, one could optionally carry@nnoe in

an IPv4 option to provide light-weight protection againtmath
attacks. Mobility and multi-homing would work as descrilprdvi-
ously and would bring the same benefits. This would provideyma
of the same architectural benefits as the IPv6-orientecbapprin
ILNPV6.

If the IPv4 address field in the IPv4 header were reused for IL-
NPv4, the current IPv4 address prefix would be used as theadmca
and the host part of the IPv4 address would be ignored. Agam,
would mean that there is virtually no impact on routing ILMPv
packets through an existing IPv4 core.

For ILNPv4, ARP would need to be modified to use the com-
bination of the ILNPv4 Locator and the Identifier. So, the edg
router at the final hop, as well as dual-stack IPv4/ILNPv4t$os

We hope that such a new, simpler, more abstract, networking the subnetwork, would need to know when to send a normal IPv4

API also will make it easier for application authors to deyehet-
worked applications. By using this new API, we eliminate som
of the causes for the misuse of the IP address as an Idenkfier.
nally, we hope that applications which use this new APl wdl b
able to transition more easily to any revolutionary netwarg&hi-
tectures that might follow. We note that Java already inetuidoth
a more abstract networking ARURLConnectionin addition to a
traditional SocketAPl. We believe that the availability of the sim-

ARP and when to send a modified ILNPv4 ARP. If the full 32-bits
of the IPv4 address were used for ILNPv4 Locator values, then
lifetime of the IPv4 address space potentially could begrgéd.
Of course, there is the possibility of confusion here, witfbagu-
ities between a 32-bit value being a ILNPv4 locator or a nbrma
IPv4 address for a node interface.

Practical considerations (e.g. limited IPv4 option spacsaters
that forward IPv4 packets with options via the slow-pathjuee



the value proposition of ILNPv4, compared with ILNPv6. How-
ever, we feel that a proof of concept implementation of ILMPv
should be possible with approximately the same effort a6

5.3 Generating Identifier values

For ILNPv6, we have proposed above, a simple and pragmatic
approach to the generation of values of the IdentifiekVe make
mandatory the use of the IEEE EUI-64 syntax. Normally, an in-
ternal IEEE MAC address is used to form an Identifier in EUI-64
format. Since IEEE provides a large number space, this appro
yields an Identifier with a very high probability of being goe,
at least within the scope of a given Locator. This could gasd
used in boot-strapping systems and in auto-configuratiotopols,
including ZeroConf The Locator for ILNPV6 is equivalent to an
IPv6 address prefix. Hence it can be discovered easily usist e
ing mechanisms (e.g. IP Router Discovery).

For most nodes, for example a desktop workstation with desing
interface, an ILNPv6 address is likely to have fixed valuels ahd
I. So, the basic, most common use case for ILNPV6 is very simple
Further, for the normal case where the EUI-64 value is forfrad
an IEEE MAC address, link layer communications will fail ibme
than one node tries to use the same MAC address on a given link.

However, by setting the localcope bitin the Identifier, and as-
suming another bit is used to indicate a multicast Identitery
other value could be used for the remaining 62 bits of the BP
Identifier. For example, the Identifier values might be datifrom
a public key, e.g. 62-bits taken from the hash of a public ksyin
the HIP architecture. Indeed, conceptually any local patiould
be used for generating and allocating valued fdtowever, if thel
value is not the default EUI-64 value, then Duplicate Addrbg-
tection (DAD) may be needed (depending on the algorithm)used
to protect against Identifier collisions within the link. sd, the
authoritative DNS server for a given link can only hold reseein-
formation for one user of that Identifier on that link, so DN&gas-
sarily will discover any attempts by more than one node tothee
same |dentifier value on a given link even if DAD were not in.use

5.4 Security issues

Potentially, there are new security concerns introducedLby
NPv6. Although the role of DNS is already a key factor in Inttr
operation, ILNPv6 relies on DNSSec and DynDNS being present
in order to support mobility. These DNS functions have yethéo
widely deployed. However, they are only needed for thoséshos
that wish to use mobility as proposed by ILNPv6. Additiopall
mobility support requires a new ICMP message, Locator Updat
This is synonymous to the Binding Update of mobile I1Pv6, dre t
security issues are similar: the message needs to be dottedt
to prevent possible malicious disruption.

Should a DNS server be compromised, or DNSSec be subverted,
the main risk is a DoS attack where a bad host, W, illegitityate
claims an Identifierly, that belongs really to victim V. If host W
falsely claimed identifiek, by putting that value into its own DNS
| entries and then W initiated a long-lived session with a néde
V would not be able to communicate with legitimate host X {tha
legitimately uses identifielik) for the lifetime of W'’s session with
X (plus some short cache timeout period). This attack carrée p
vented by including the FQDN of the remote node for each eessi
inside the ID/Locator cache of the stackEurther, if W and V are
present on the same subnetwork, this conflict can be detbgted
any node on that subnetwork, including the first-hop router.
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7|t also helps to have thoughtful validation within the ILN&rpon
of the network layer implementation.

Overall, if a DNS server, or DNSSec/DynDNS is subvertedighe
is greater potential for disruption to a number of mobile esmd
specifically the potential for DoS and possibly man-in-thieldle
attacks. However, if a DNS server is subverted within theentty
deployed Internet, there are a wide range of (largely etprivp
security issues.

In other respects, at the network layer, our current thighk
that ILNPv6 will be at least as secure as (i.e. no less sebar® t
IPv4 or IPv6.

5.5 Network realms

Considering the increasing heterogeneity of networksa@afly
edge networks (such as sensor networks) it is becomingadsere
ingly common to consider networks with non-IP (or perhaps-no
standard use of IP) interconnecting across an IP networkué¢h
cases, various mechanisms could be used for enabling egnidto
connectivity. Many mechanisms may not be transparent, &y th
may be transparent but require middleboxes, proxies oriGppl
tion level gateways that need application specific knowdedgd
maintain mappings of session state. We may think of these edg
networks as being separatetwork realmseach perhaps with its
own addressing, routing, and naming.

A well-known example of edge networks that break the end-
to-end state are networks that are accessed through NATeseTh
have been discussed earlier and we have proposed how ILNP can
deal gracefully with NATs, whilst still maintaining exache-to-
end state for a session. We moot that the use of ILNP can ease
the interworking between network realms, even when IP igheot
carrier in each network. In such a case, typically some dortid-
dlebox, proxy or application-level gateway will be requirte map
session state as well as perform a protocol translationetiee.
ILNP has the advantage that the Identifier can be used as a net-
work independent identifier, allowing easier mappings Gfsgm
state and identification of end-systems across networknedFor
example, if the default EUI-64 flavour of Identifier is usebist
represents a (highly probably) globally unique identifin, ses-
sion state maintenance that requires protocol mapping&iiawe
some shared state through a name that is common across the net
work realms (and likely to be unique globally).

Of course, other more complex namespace translationsalures
tions may be required across network realms, and such asgiscu
is beyond the scope of this paper.

5.6 Development and deployment of ILNPv6

At present, we are examining what modifications to a BSD ker-
nel would be necessary to implement ILNPv6. Of course, our in
tention is to make the implementation available after we iteis
sufficiently mature.

Naturally, ILNPv6 would first be trialed on research netwsork
This would allow us to discover any unforeseen issues thghimi
occur within the backbone, as well as allowing us to look &t br-
isting applications would behave. Any applications that tre IP
address within the application are likely to break if a nodanges
its location: FTP comes immediately to mind, as well as those
WWW services that use cookies based on IP addresses.

Our test infrastructure will be a combination of lab testiband
the UK’s Joint Academic Network (SuperJANET 5). After iaiti
testing on lab test-beds, our aim is to be able to route traffioss
the production IPv6 UK backbone, without having any modifica
tions to that backbone. If this is successful, it will shovatthL-
NPvV6 packets can be carried transparently across a IPvéhebre
work. The next stage will be to look at the transport protammale
and porting of applications, which naturally requires tleselop-



ment of the APl we discussed earlier. We expect the mostptise
and delicate activity to be DNS upgrades. In the initial ssgagve
are likely to run completely separate servers for ILNPv6ateé@
DNS service. If this is successful, we will then look intoegtat-
ing ILNPv6 DNS upgrades into a normal production DNS server.

6. SUMMARY AND FUTURE WORK

While Mobile IP has been a worthwhile effort, it representiea

sigh compromise where naming practices are unchanged and mo

bility is an optional extension that has not been widely iempénted.
Both Mobile IPv4 and Mobile IPv6 have been difficult to deploy
and are not well integrated with separate solutions to uarather
problems, such as multi-homing, network-address trainslaand
end-to-end IP-layer security. We have taken a differenteggh by
proposing and evolution of the naming in the Internet Amttiire

to address all of these issues in an integrated manner.

Our proposed new naming architecture is presented within an

abstract protocol, the Identifier Locator Network Proto@¢bNP).
ILNP enables fully integrated support for those severatfioms,
so that deploying combinations of those capabilities iseedban
at present. We presented an instance of this architectuneywa
network-layer protocol derived from IPv6, which we name RW6.

A feature of the new protocol is that it does not require digni
cant changes to already deployed IPv6 backbone routerson®o,
can use existing IPv6-enabled research networks for linésiing.
Further, ILNPv6 is backwards compatible with IPv6 and can be
deployed incrementally, thereby avoiding the need for a-diayg
transition. Our proposal is evolutionary, but the new nekivay
API we propose should help enable more revolutionary netingr
approaches in the future.

We recognise there is still work to be done on this proposal,
particularly in the areas of operational scalability, iemplentation
considerations, and performance optimisation. We beliestex-
perimentation with a prototype will help in all of those asedo
demonstrate the efficacy of this proposal, we plan to unkieréa
proof of concept implementation as one of our next steps. e a
ticipate testing viability of that initial demonstratiomplementa-
tion using the UK’s Joint Academic Network (JANET) betwedn S
Andrews, Scotland, and London, England.
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